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Warranty

DTM Technology Limited does not warrant that:

a. the software or services provided under this agreement will be uninterrupted or error free; or

b. the software or services will meet the End User's requirements, other than as expressly set out
in this agreement.

Except where stated to the contrary in this agreement, all warranties whether express, implied,
statutory or otherwise are excluded. Where the exclusion, restriction or modification of certain
warranties, guarantees, conditions, rights or remedies is prohibited under applicable legislation,
then such a term will be taken to be included in this agreement. However, the liability of DTM
Technology Limited for any breach of any such term will be limited, at the sole discretion of DTM
Technology Limited.

The End User warrants that, at the time of entering into this agreement, they are not relying on
any representation made by DTM Technology Limited which has not been stated expressly in this
agreement, or on any information contained in any other document produced by DTM Technology
Limited, including any brochures, catalogues, publicity material or information available on the
DTM Technology Limited or NetSafa Policy Control software Internet site.

Disclaimer

DTM Technology Limited denies any and all responsibility for damages caused directly or
indirectly as a result of any faults with the enclosed programs and/or documentation.

License

DTM Technology Limited retains the copyright to the user manual. All patent, copyright and other
proprietary rights in and to the programs will remain with DTM Technology Limited.

Your purchase gives you the right to copy and use the programs as described on your DTM
Technology Limited License Certificate included in your package.

Please save your DTM Technology Limited License Certificate, which contains your CD key.
They serve as your legal right to use the software. You may also need them in order to receive
future updates to the product.

Please be careful not to install or run the software on more PCs than your DTM Technology
Limited License Certificates permits you to do.

The programs may be copied for backup purposes only, and only as long as the above-
mentioned rules are adhered to.

Trademarks

NetSafa® and Today’s better software ™ are registered trademarks of DTM Technology (Pte)
Limited. All other products mentioned in this manual are trademarks of their respective
manufacturers.
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1 Introduction

1.1 Welcome to NETSAFA Policy Control

NetSafa® Policy Control is centrally-managed security software, allowing and enabling
administrators to have control of all the computers running in the network and at the same time,
protecting every workstation with a strong policy control. It is the only security software in the
market today to heed the call of companies and businesses alike, which are reviewing their
processes to ensure strict adherence to the instructions and procedures in place to control
access to any particular material.

NetSafa® Policy Control helps IT manager, administrators, school principals/directors, company
CEOs, and owners to eliminate threats that so as to prevent misuse of their corporate network
systems and servers and also protect individual employee from unintentional misuse that could
break the respective law of each country.

This software, apart from all the other features included, isolates 4 main threats, i.e., External
Devices, Internet, Processes and Applications. This software is also available in 3 different
editions, i.e., Basic, Standard and Professional. For schools, however, only the Professional
Edition is available at a discounted rate.

1.2 Documentation Updates

From time to time, NetSafa® Policy Control is improved through the release of updated builds of
the product.

Note: The most recently released build of NetSafa® Policy Control should always be installed in
order that the installed product is up to the current standard. It can be downloaded from the
www.netsafa.com website (Downloads - Latest builds), and installed provided that a valid license
number for the downloaded version of the product is specified. NetSafa® Policy Control includes
a Web Update facility that can automatically check for updated builds of installed NetSafa® Policy
Control products and download and install them.

Updated builds are documented in the ‘README.TXT file that is installed with the updated build
and can be opened from the download page in the website.

Help systems and User Manuals will be updated less frequently. When help systems are updated
with changes documented in the ‘README.TXT file, they will accompany an updated build.
Updates of User Manuals are designated by a document revision number on page 2 in the format
YYYYMMDD (Y=year digit, M=month digit, D=day digit).

1.3 Operating Systems

NetSafa® Policy Control version 2007 can run on computers using the operating systems
Microsoft Windows XP, 2000, and Vista. You may experience insufficient support for Windows
Vista as well as the latest service packs on other platforms.

1.4 Communication Devices

NetSafa® Policy Control functionality relies upon sending data packets between networked
computers. These communication devices (protocols) are supported:

TCP/IP (UDP)

Wireless



2.1 Server Installation

2.1.1 Setup

Select NetSafaSetup.exe to run installation in the computer you intended to install the Server
module.

2.1.2 Install

£ MatSats Pelicy Cantral 7007

) Instal Sarver R q
© Install Client r J

e f
B install Windows Media Encoder 9 s
8 Quick Guide
B User Manual [ ”

'-‘-

B install Acrobaté: Readers

To install the Server module in your computer, select Install Server.

2.1.3 Welcome

il2 NetSafa Server.

Welcome to the NetSafa Server Setup Wizard
Net /afa

The installer will guide you thiough the steps required ko install NetSafa Server on your computer.

“4/ARNING: This computer progiam is protected by copyiight lav and intemational treaties.
Unauthorized duplication or sistibution of this program. or any portion of it may resull in severe civl
o ciitinal penalties, and will be prosecuted to the maximum extent possible under the law.

Welcome to the NetSafa Server Setup Wizard.
Click Next to continue.
Click Cancel to cancel installation.



2.1.4 License Agreement

1§ NetSafa Server

License Agreement

Please take a moment to read the license agreement now. If you accept the terms below, click "1
Agree'!, then "Next''. Otherwise click "Cancel.

WARNING: This program is protected by copyright laws and intemnational treaties. ©

Unauthorized reproduction or distribution of this program, or any portion of it may
tesult in severe civil and cfitinal penalties, and wiolators will be prosecuted to the
maximum extent possible under law

Wasanty

DT Technology Pte Ltd guarantees the gquality of the physical material of the
luser package, that is manual and CD-ROM. If these items are defective, we will i

O Do Not Agree @ | Agree

[ cancel ][ <Bask ][ He> |

Read the License Agreement carefully.
To continue installation, click the ‘I Agree’ button.
Click Next.

2.1.5 Installation Folder

i'.% NetSafa Server EHE'E'

Select Installation Folder
Net/afa

The installer will install NetSafa Server to the fallowing folder.

Toinstall in this folder, click "Next”. To install to & different folder. enter it below or click "Browse"

Folder.

C:4Program FilesAD TM Technology\NetSafa Servert Browse.

Install NetSafa Server far yourself, or for anyone wha uses this computer.

(%) Everyone
O Justme

[ Cancel ][ <Bak | [ Mews |

Select the desired Installation Folder. By default, the Server module will be installed in the
C:\Program Files\DTM Technology\NetSafa Server\ folder.

2.1.6 Browse for Folder

Browse: ‘ (23 MetSata Server V| ‘D|
Theil ([Cacef
Toin|
Eof
: ]
Ire
Eolder. C:\Program Files\D TM TechnologyiMetSafa Servert
[ cancel ][ <Back | [ Mew> |

To select a different folder, click the ‘Browse’ button.
After you have make the changes, click OK.



2.1.7 Disk Cost

Select Installation Folder

ii& NetSafa Server Disk Space El
The list below includes the drives pou can install NetSafa Server to, along with each drive's
avallable and required disk space.

Yolume Disk Size Ay ailable Require
== 7GR 20GE 2268k
< | i

[ comcel J[ <Bak ][ Hez ]

To find out the necessary disk space, click the ‘Disk Cost’ button.
Click OK.

2.1.8 Confirm Installation

1% NetSafa Server

Confirm Installation

The installer is ready to install NetSafa Server on your computer.

Click "Next' to start the installation.

l Cancel ] [ < Back l [ Mext >

Click Next to confirm installation.

2.1.9 Installing

15 NetSafa Server

Installing NetSafa Server
Net/afa

NetSafa Server is being installed.

Please wait.

The wizard will install the Server module. At any point, to cancel installation, click the ‘Cancel’
button.



2.1.10 Installation Complete

11§ NetSafa Server

Installation Complete
Net /afa

NetSafa Server has been successtully installed.

Click "Close" to exit.

Cancel <Back

Installation complete.
Click Close to exit.

2.2 Client Installation

2.21 Setup

I-" _\,:. L = I-" _\’:.
l:j ant | sere Lj wine

_ Application

Select NetSafaSetup.exe to run installation in the computer you intended to install the Client

module.
2.2.2 Install

& NeiSafa Policy Control 2007

@ Install Server . "“
@ Install Client ’
@ Install Windows Media Encoder 9 -~ P
@ Quick Guide

y

&

@ User's Manual

@ Install Acrobat® Reader®

To install the Client module in your computer, select Install Client.

10



2.2.3 Welcome

i NetSafa Client =13}
Welcome to the NetSafa Client Setup Wizard
Net/afa

The installer will guide you through the steps required to install MetSata Client on your computer.

WARMNING: This computer program is protected by copyright law and intemational treaties.
Unautharized duplication or distibution of this program, or any portion of it, may result in severe civil
of criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Welcome to the NetSafa Client Setup Wizard.
Click Next to continue.
Click Cancel to cancel installation.

2.2.4 License Agreement

il5 NetSafa Client

License Agreement Net afa

Please take a moment to read the license agreement now. [F you accept the terms below, click. "
Agree', then "Nest". Dthenwise click "Cancel”,

WARNING: This program is protected by copyeight laws end international treaties. ]

Usnauthorized reproduetion or distribution of this program, os any pottion of it may
tesultin severe civil and criminal penalties, and wiolators will be prosecuted to the
manismm extent possible under law,

Watranty

DT Technology Ple Lid guarantees the quality of the physical material of the
usst package, that is manual and CD-ROM  [fthese items are defective, wewill ¥

' Do Not Agres @ 1 Agee

[ Cancel ] [ < Back l [ Mext > }

Read the License Agreement carefully.
To continue installation, click the ‘I Agree’ button.
Click Next.

2.2.5 Installation Folder

{5 NetSafa Client

Select Installation Folder
Net/afa

The installer wil install MetSafa Client to the following folder,

Toirstallin this folder, click "Nest™. To install to a different folder. enter it below or click. "Browse".

Folder

C:\Program FilessDTM TechnologyiMetSata Clients Browse.

Install NstS afa Client for yourself, or for anyone wha uses this computer

(®) Everyane
O Just me:

[ Concel ][ <Bak | [ Hew> |

Select the desired Installation Folder. By default, the Client module will be installed in the
C:\Program Files\DTM Technology\NetSafa Client\ folder.

11



2.2.6 Browse for Folder

i MetSafa Client HEE
Sel] ]
i% Browse for Folder |5| fa
Browse: | 3 Netsaa Dt v |E
Theil [T3cnf
Toin| [
Eof

E [ ]
[ ]

Eolder. C:\Pragram Files\DTM TechnologysMetSafa Client',

[ cancel ][ <Bak | [ Mews |

To select a different folder, click the ‘Browse’ button.
After you have make the changes, click OK.

2.2.7 Disk Cost

i% NetSafa Client

Select Installation Folder

1% NetSafa Client Disk Space
The list below includes the drives you can install NetSafa Client to, along with each drive's
available and required disk space.

Valume Dizsk Size Available Require
[=1w 7GR 20G8 3088k
L e — ]

[ Cancel ] l < Back ] [ Mext > J

To find out the necessary disk space, click the ‘Disk Cost’ button.
Click OK.

2.2.8 Confirm Installation

115 NetSafa Client

Confirm Installation

The installer is ready ta install NetSafa Client on your computer.

Click "Mext" to start the installation,

[ Comcel J[ <Back ][ Hews ]

Click Next to confirm installation.

12



2.29 Installing

1 NeiSafa Client

Installing NetSafa Client
Net fafa

MetSata Client is being installed

Please wait...

The wizard will install the Client module. At any point, to cancel installation, click the ‘Cancel’
button.

2.2.10 Installation Complete

it NetSafa Client

Installation Complete
Net /afa

MetSata Client has been successfully installed.

Click "Close" to exit

Cloze

Installation complete.
Click Close to exit.

2.3 Windows Media Encoder 9 Installation

The Windows Media Encoder 9 is a necessary file to install and run in the Client computer in
order to run the ‘Record’ feature in the Professional Edition only. This file is not necessary to be
installed if you have the Basic or the Standard Edition, as the ‘Record’ feature is not available.

2.3.1 Setup

- — -

"J Clnt —/J Sery "J e
1 1 1

NekSafasetup, exe
MetSafasetun MEC Application

Select NetSafaSetup.exe to install the Windows Media Encoder 9 into the computer that you
have installed the Client module.

13



2.3.2 Install

& NetSafa Policy Control 2007

@ Install Server
@ Install Client

@ Install Windows Media Encoder 9
@ Quick Guide

@ User's Manual

@ Install Acrobat® Readera

To install the Windows Media Encoder 9 in the computer that you have installed the Client
module, select Install Windows Media Encoder 9.

2.3.3 Welcome

15, Windows Media Encoder 9 Series Setup

Welcome to the Microsoft
windows Media Encoder 9 Series
f Setup Wizard

Windows This Setup wWizard guides you through installing Microsoft
o Windows Media Encoder 9 Seriss.
Media Encoder

This wizard installs:

- windows Media Encoder 9 Series
- Windows Media File Editor

- Windows Media Stream Editor

- windows Media Profile Editor

- Windows Media Encoding Script
- User documentation

To continue, click Next

Click Next to continue.

2.3.4 License Agreement

i Windows Media Encoder, 9 Series Licence Agreement

License Agreement

lﬂmndm _
It is important bo read the license agreement carsfully, . Media Encoder © Scrics

END USER LICENSE AGREEMENT FOR MICROSOFT WIND OWS MEDLA
ENCODER

[+

IMPORTANT-READ CAREFULLY: This Microsoft End-User License

A greement ("ETLA") is a legal agreement between you deither an individual
person or a single legal entity, who will be referred to in this EULA as "You™
and Microsoft Cotporation for the Microsoft software product that
accomparies this EULA, including any associated media, printed materials
and electrondic documentation Cthe "3 oftware Product").

|=

(#)1 accept the kerms in the License Agresment

(1 do not: accept the terms in the License Agreement

[ < Back ]L Mexk = J [ Cancel ]

Make sure the “I accept the terms in the License Agreement” is selected.
Click Next to continue.

14



2.3.5 Installation Folder

i Windows Media Encoder 9 Series Setup

Installation Folder f wi

“ou can specify the installation Folder Far . Media Encoder = Scries
‘Windows Media Encoder 9 Series

Installation Folder:

:\Program Files\Windows Media Components\Encoder’ Browse. ..

[ < Back ” Next = ] [ Cancel ]

Click Next to install in the default installation folder.
Otherwise, click Browse to define a new installation folder.

2.3.6 Ready to Install

1% Windows Media Encoder, 9 Series Setup

Ready to Install
/4 Windows
The wizard is ready to begin the installation. . Media Encoder © Scries

Click Install ko begin the installation, Click Back ko review or change any installation
settings, Click Cancel ko exit Setup and cloge the wizard.

[ < Back ” Install ] [ Cancel

Click Install to begin the installation.

2.3.7 Installing

&5 Windows Media Encoder 9 Series Setup

Installing Windows Media Encoder 9 Series Y Wi

ndows
Please wait while Windows Media Encader 9 Series is .. Media Encoder = Sorios
installed. This may take several minutes,

Status:

[ ]

Cancel

Installation in progress.
Click Cancel to cancel installation.

15



2.3.8 Installation Complete

& Windows Media Encoder 9 Series Setup

l Completing the Windows Media
’ Encoder 9 Series Setup Wizard

Windows “ou have successfully completed the windows Media
& Encoder 9 Series Setup Wizard,
Media Encoder g

To close this wizard, click Finish,

= Back Canicel

Click Finish to close Wizard.

3 Server Module
3.1 Run the Server Module

@ MetSafa Policy Conkrol 2007

@ ser Manual

& Uninstall Server
To run the Server module application, simply select Server in the Start -> All Programs menu.

3.2 Login Information

& Enter User Mame And Password DZ|

User Mame: |
Passward:

By default,

Username: admin

Password: password

You may create a new Username and Password in the Server Control Panel.

16



3.3 Overview

Menu Bar
um Ny U | 3 T [
S‘. & =4 ﬁ oy —[:)¢ ﬁ Feature Buttons
Scan Commsicals Fils. Condrol Setting Bprert Racord
-__F.qcmwm Selecind PC/x A Comprdres
& o ket | Device | Process | Applcoton |
W coreag rage e Different Policy Control Tabs Time Dusgfion
Lz] Man
Remote
Client
Area

Real-Time Monitoring Area

3.4 License Key

& NetSafa Policy Control Ser

Filz= “iew BikES Help

E Control Panel
(. Enker License Kew

By default, the Free Download software entitled you to 1 Client license only. After you made your
purchase to the respective license number, you will be given a license certificate that includes
your License Key number. Enter that License Key into the boxes below in its correct sequence.
Click OK once done.

Enter, CDKey

17



3.5 Help
3.5.1 Web Update

ol Panel  CD Key !M
“ “l - h '|-|:| | ||:||:| ake -
& bout MetSafaserver =3 Z’}“
Abau —ry .

Get the latest builds and updates from NetSafa Web Server with Web Update.

3.5.2 About NetSafaServer

ol Panel  CD Eey !M
wnw | - Web Update F .
s e
- About Me ey
& . _I

Click About + About NetSafa Server to find out your license information.

About NetSafa Server, [X|
& Wersion:  2007. 2.0
Build Mo: 220

Edition:  Professional

Mo of Clients: 5

Copyright @ DTH Technology Limited

Click OK to close.

3.6 Feature Buttons

§ & w & % O B

Scan Cammunicate Files Conkral Settlngs Report Record
3.6.1 Scan
Scan

The Scan button is to refresh the network scanning.



3.6.2 Communicate

& 9

Cammunicate

Select the Communicate button to open the down menu.

3.6.3 Files

P

Files

Select the File button to open the down menu.

3.6.4 Control

Sé'x -

Conkraol

Select the Control button to open the down menu.

3.6.5 Settings

Setkings

Select the Settings button to open the down menu.

3.6.6 Report

L \j\

Report

To view the report settings assigned to client computers, select the Report feature to open the
window as follows.

19



3.6.7 Record

:

To record client’s screen activities, select the Record feature to open the window as follows.
3.7 Real-Time Monitoring

3.7.1 Process

Select a client computer.
Then select the Process tab to view all the current processes that is currently running in that
computer in real-time.

3.7.2 Internet

Select a client computer.

Then select the Internet tab to view all the current websites that is currently running in that
computer in real-time.

Time indicates the time that that particular website is opened.

Duration indicated the length of time that the website has been opened.

3.7.3 Application

Select a client computer.

Then select the Application tab to view all the current application that is currently running in that
computer in real-time.

Time indicates the time that that particular application is running.

Duration indicated the length of time that the application has been running.

3.7.4 Device

Select a client computer.

Then select the Device tab to view all the devices that is currently available in that computer in
real-time.

Total Size indicates the total space size available in that device.

Free Space indicates the total free space available in that device.

20



4 Client Module
4.1 Run the Client Module

Clienk

M Netsafa Policy Control 2007 € Uninstall Client

To run the Client module application, simply select Client in the Start -> All Programs menu.

4.2 The Client Module

% NetSafa Client 3

MetSafa Client

§ . Send Mescage
33 NetS afa Client Version 2007. 2. 220
@) -
Copyright @ DTM Technology Limited Potts Setting

NetSafa Client
Information about the License Version (2007.2) and Build Number: 220
*Note: ‘Send Message’ button is disabled as it is waiting for the Server module to be active.

5 Uninstallation

5.1 Server Uninstallation

5.1.1 Uninstall

& Server

'@ User Manual

ﬁ Met3afa Policy Control 2007 & Uninstall Server

Select Uninstall Server.

5.1.2 Welcome

5 NetSafa Server

Welcome to the NetSafa Server Setup Wizard
Net fafa

Select whether you want to repair of remove MetSafa Server.

() Repair MetSafa Server
(%) Remave NetSafa Server

21



Click Remove NetSafa Server.
Click ‘Finish’.

5.1.3 Removing

i NetSafa Server

Removing NetSafa Server
Net /afa

MetSafa Server is being removed

Please wait..

Please wait while the Server module is being removed from your computer.

5.1.4 Uninstallation Complete

ik NetSafa Server EHE\
Installation Complete
Net /afa

MNetSata Server has been successhully remaved.

Click "Cloze" to exit.

Cancel < Back

Click ‘Close’ to exit.

5.2 Client Uninstallation

5.2.1 Uninstall

&1 Client

& Uninstall Client

B Metsafa Policy Control 2007

Select Uninstall Client.

22



5.2.2 Welcome

& NetSafa Client

Welcome to the NetSafa Client Setup Wizard
Net /afa

Select whether you want ta repair ar remove NetS afa Client

() Repair NetSafa Client
(%) Remove NetSafa Client

Click Remove NetSafa Client.
Click ‘Finish’.

5.2.3 Removing

%5 NetSafa Client

Removing NetSafa Client
Net/afa

MetS afa Client is being removed.

Pleaze wait...

Please wait while the Server module is being removed from your computer.

5.2.4 Uninstallation Complete

i NetSafa Client

Installation Complete Net afa

MNetSata Clent has been successfully removed.

Click "Cloze" to exit.

Click ‘Close’ to exit.
23



5.2.5 Restart

Metsafa Client

Ta finish the uninstallation wau must restart vour syskem, Do you
want ko restart now?

Click “Yes’ button to restart your system in order to finish the uninstallation.
*Important: Without restarting, the client file may still be running in your system. Thus it is
advisable to restart your system.
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